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The following is intended to outline our general
product direction. It is intended for information
purposes only, and may not be incorporated into any
contract. It is not a commitment to deliver any
material, code, or functionality, and should not be

relied upon in making purchasing decisions.

The development, release, and timing of any features
or functionality described for Oracle’s products
remains at the sole discretion of Oracle.
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Callbacks - Rendering

function render item type (
p_item in apex plugin.t page item,
P _plugin in apex plugin.t plugin,
p value in varchar?2,
P _1s readonly in boolean,
p is printer friendly in boolean )
return apex plugin.t page item render result
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Callbacks - Validation

function validate item type (
p item 1in apex plugin.t page item,
P plugin in apex plugin.t plugin,
p value 1in varchar2 )
return apex plugin.t page item validation result
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Callbacks - AJAX

function validate item type (
p_item in apex plugin.t page item,
p plugin in apex plugin.t plugin )
return apex plugin.t page item ajax result
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Interface Record Types

type t page item 1is record (
id number,
name varchar2 (255) ,
label varchar2 (4000) ,
format mask varchar2 (255) ,
is required boolean,
standard validations varchar2 (20) ,
lov _definition varchar2 (4000) ,
lov _display extra boolean,
lov display null boolean,
lov null text varchar2 (255) ,
lov null value varchar2 (255) ,
lov_query result translated boolean,
lov _cascade parent items varchar2 (255) ,
ajax items to submit varchar2 (255) ,
ajax optimize refresh boolean,
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Interface Record Types

element width number,

element max length number,

element height number,

element attributes varchar2 (2000) ,
element option attributes varchar2 (4000) ,
escape_ output boolean,
attribute 01 varchar2 (32767) ,
attribute 02 varchar2 (32767) ,
attribute 03 varchar2 (32767) ,
attribute 04 varchar2 (32767) ,
attribute 05 varchar2 (32767) ,
attribute 06 varchar2 (32767) ,
attribute 07 varchar2 (32767) ,
attribute 08 varchar2 (32767) ,
attribute 09 varchar2 (32767) ,
attribute 10 varchar2 (32767) ) ;
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Interface Record Types

type t plugin is record (

name varchar2 (45) ,
file prefix varchar2(4000),
attribute 01 varchar2(32767),
attribute 02 varchar2(32767),
attribute 03 varchar2(32767),
attribute 04 wvarchar2(32767),
attribute 05 varchar2(32767),
attribute 06 varchar2(32767),
attribute 07 varchar2(32767),
attribute 08 varchar2(32767),
attribute 09 varchar2(32767),
attribute 10 varchar2(32767) )
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Interface Record Types

type t page item render result is record (
1s_nav1gable boolean default false,
navigable dom id wvarchar2 (255)
/* should only be set if navigable element
is not equal to item name */

) ;
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Interface Record Types

type t page item validation result is record (

message varchar2(32767),

display location wvarchar2(40),

/* if not set the application default will
be used */

page item name varchar2 (255) ) ;

/* if not set the validated page item name
will be used */
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XSS Attacks
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XSS Attacks

Attack 1 - Value in database column:
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This is a <script>alert (‘XSS Attack’) ;</script>
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XSS Attacks

Attack 1 - Value in database column:
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XSS Attacks

Attack 1 - Value in database colur \z\

This is a <script>alert (‘XSS Atv‘) </scr:|.pt>
comment with bad code injec

Attack 2 - .}Qﬂs mitted - Error page:

Thi o script>alert (‘XSS Attack’) ;</script>
co with bad code injected.
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XSS Attack Prevention

sys.htf.escape sc(l data value)

apex plugin util.escape (
p value => 1l data value,
P escape => p ltem.escape output

) ;
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SQL Injection
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Data from Browser
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Check List
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 [est with multiple instances!
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Check List

 [est with multiple instances!

*Avoid inline JavaScript and CSS
*Read Only and Printer Friendly Mode
*Secure? XSS & Data Validation

*AJAX - Don't leak internal data
*Help Text for Plug-In and Attributes!
* [ranslateable

*Accessibllity

*License Information
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SOFTWARE. HARDWARE. COMPLETE.
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